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The nature of crime and conflict is rapidly evolving. Postmodern war 
is increasingly influenced by non-traditional and irregular 
combatants: non-state soldiers. These actors are exploiting 
technology and networked doctrine to spread their influence across 
traditional geographic boundaries. This emphasis on non-traditional 
actors accompanies a shift in political and social organization. This 
shift may well be a shift in state form: from nation-state to market- 
state. This transition is fueled by rapid developments in technology 
and the adoption of network organizational forms. Conflict during 
this transition blurs the distinctions between and among crime, 
terrorism and warfare. This essay explores the dynamics of 
terrorism, crime and private armies during this epochal shift. 


The societal changes associated with the accessibility of information 
technology that stimulate networked organizational forms are changing the 
nature of conflict and crime. New, increasingly non-state, entities and 
organizational structures are adapting to these circumstances and altering the 
global political landscape. As the United States and its allies pursue a “global 
war on terrorism’ we are seeing the transition from nation-states to market- 
states unfold before our eyes. This essay reviews the actual — and potential — 
interaction between terrorism, crime and private armies in order to describe 
the change in the organization of global conflict. As the ability to wage war 
devolves from hierarchical organizations to internetworked transnational 
actors we are witnessing the evolution of new warmaking entities capable of 
challenging the primacy and ultimately the solvency of nation-states. This 
potential was recognized by eminent military historian Martin van Creveld in 
his prescient observation that ‘in the future, war will not be waged by armies 
but by groups whom today we call terrorists, guerrillas, bandits and robbers, 
but who will undoubtedly hit upon more formal titles to describe themselves’. 


NEW WARMAKING ENTITIES AND THE NETWORKED FRONTIER 


For example, we see Osama bin Laden’s Al Qaeda continually morphing to 
retain relevance as a malignant and mutated version of the emerging 
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market-state. As economic, political and technological forces combine to 
fashion a new state form, new warmaking entities emerge to occupy the niches 
filled by the forms of the past state-form. This dynamic is described by Philip 
Bobbitt in his treatise The Shield of Achilles.” In a recent interview Bobbitt 
observes that technologies, such as the nukes, computers and communications 
that dominated the Cold War, are reshaping the nation-state into the market- 
state. According to Bobbitt, rapid computation and communication are fueling 
the transition. He notes that today’s terrorists, such as Osama bin Laden have 
exploited the Internet, satellites and cell phones to take terrorism and 
transform it into a market model. Like Mastercard, Osama bin Laden provides 
financing and infrastructure avoiding tight vertical control of operations.* 

The rise of new warmaking entities, as always, accompanies this 
geopolitical—economic shift. As a result, groups such as Al Qaeda and its kin 
are much more than state-less gangs. These new networked terrorist or 
criminal adversaries possess standing armies, treasury and revenue sources 
(even if derived from criminal enterprises), bureaucratic functions, 
intelligence services, welfare apparatuses and the ability to make alliances 
(with state and non-state entities). They also promote a common vision 
by promulgating policy and laws, and most importantly, as we have 
already experienced, declare war. Other ‘non-state’ groups also deserve 
attention. As Brian M. Jenkins observes in his essay ‘Redefining the Enemy’, 
the blurred distinction between war and crime continues to result in a 
policy quandary where ‘we underestimate the power of militarily inferior 
foes, tribal loyalties, difficult terrain, religious conviction, unceasing 
hostilities, gruesome images broadcast on television, and other unconven- 
tional measures of power’ .* 

Netwar, the now and future postmodern war waged by irregular 
adversaries including terrorists, drugs cartels, criminal gangs and ethno- 
nationalist extremists, is anew mode of irregular conflict that blends terrorism, 
crime and war. RAND analysts John Arquilla and David Rondfelt identified 
this trend where technological and organizational changes that benefit 
relatively small actors fuel asymmetric threats. They succinctly noted that 
networks can prevail over hierarchies in this emerging postmodern battle or 
operational space: ‘Power is migrating to small, nonstate actors who 
can organize into sprawling networks more readily than can traditionally 
hierarchical nation-state actors.’> Jenkins likewise notes that the 
enemies we face have fundamentally changed. In addition to our traditional 
adversaries — hostile or potentially hostile states — we now face ‘terrorists, 
weapons proliferators, organized crime affiliates and cyberoutlaws’ 
intertwined within the context of religious, ethnic or tribal conflict, yielding 
a set of ‘dynamic, unpredictable, diverse, fluid, networked and constantly 
evolving’ challengers.° 
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Terrorists, criminal actors and private armies of many stripes have altered the 
ecology of both crime and armed conflict. In many cases, the two are 
intertwined. Several factors reinforce these links. Global organized crime, 
which increasingly links local actors with their transnational counterparts, 
coupled with chronic warfare and insurgency (which yields economic benefits 
to some of its participants) can propel local or regional conflicts into genocidal 
humanitarian disasters. The resulting instability or ‘conflict disaster’ can result 
in what Jenkins calls ‘chronic ungoverned badlands’.* These regions, which 
are essentially criminal free-states, provide refuge and safe haven to terrorists, 
warlords and criminal enterprises. 

Transnational crime is a threat to political, economic, environmental and 
social systems worldwide. This threat goes beyond the substantial illegal drug 
trade and its attendant violence to include major fraud, corruption and 
manipulation of both political and financial systems. Transnational criminal 
organizations (TCOs) potentially undermine not only civil society but 
also political systems and state sovereignty by normalizing violence, 
legitimizing corruption, distorting market mechanisms through the disruption 
of equitable commercial transactions, and degrading the environment by 
sidelining environmental regulation and safeguards. When these criminal 
actors employ violence against state institutions, they become ‘non-state 
soldiers’. Jenkins calls these non-state soldiers the ‘combatants of organized 
crime’. He notes that failed government institutions, collapsed authority and 
cities of unemployed young men — the factors that also foster terrorism — 
provide opportunity for criminal enterprises. This new operational space is 
ripe for exploitation and is found in “badlands and bad neighborhoods’ around 
the world.° 

Organized crime and terrorism are related in complex and diverse ways. 
Crime of many varieties is frequently used to fund terrorist activity. This may 
include smuggling, identity theft, sales of counterfeit goods (cigarettes, 
clothing, videos, etc.), illicit technology transfer, gems smuggling, piracy, high- 
tech crime and many varieties of fraud. Money laundering is at the core of 
global organized criminal enterprise. It is in this fiscal transaction or enterprise 
where terrorists, gangsters and other illicit actors are most likely to cooperate. 
These links sometimes mature into alliances of convenience. This convergence 
may come from several directions at once. For example, investigators 
examining the Eme Once (11 March) attack on the Madrid Metro observe that 
the jihadis that conducted the attack funded the plot with the proceeds of drug 
sales. A coalition of extremist and radicalized gangsters came together to 
conduct the operation. Adherents of Takfir wal Hijira, an Islamist sect active in 
the European and North African criminal underworld, sold drugs as a weapon of 
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jihad. The largely Moroccan cell coalesced quickly, demonstrating the 
“potentially explosive combination of Islamic extremism and organized 
criminal networks’ .'° Similar links between the Camorra and Islamic terrorist 
actors involving arms exchanges have also been observed. The links between 
political operatives and criminal specialists is believed to be nurtured in prisons 
which bring the two together in a common space. Areas with long-standing 
smuggling networks, such as the North African zone including Morocco, 
Tunisia, Mali, Mauritania and Niger are of current concern in Europe due to the 
large diaspora communities. French intelligence officials note that ‘most of the 
[extremist] structures [they] have dismantled have been financed by crime’," 
including robbery, drugs and fraud. 

Terrorists or insurgents may exploit organized crime; criminal gangs may 
act as middlemen in small arms, explosives or human trafficking; drugs may 
finance operations; and actors on both sides of the house may facilitate or 
conduct attacks for each other. In the worst cases, criminals may facilitate the 
movement of weapons of mass destruction among established or novel 
smuggling routes or criminals may become ‘sovereign outlaws’ commanding 
states or semi-autonomous enclaves.'* This convergence of terrorism and 
insurgency further demonstrates the resilience of hybrid terrorist networks. 
Al Qaeda and its loose confederation of affiliates have successfully converted 
local struggles in the Philippines, Indonesia, Pakistan, Afghanistan, Saudi 
Arabia, Yemen, Algeria, Morocco and Iraq'* into full-blown insurgencies, 
while adopting the Chechen struggle to stimulate the transition from local 
jihads into the seeds for a global insurgency. 

A range of TCOs (e.g., Chinese Triads, Russian Mafiya, Colombian cartels, 
the Japanese Yakuza, Sicilian Mafia and others) have engaged in global activities 
challenging state institutions and stability. While most, like Colombia’s Cali 
cartel, avoid politics to pursue profit, their mixture of competition and 
cooperation with each other, governments and commercial entities can foster 
instability. Corruption, co-option and political manipulation can emerge as 
primary tools of destabilization once criminal groups become embedded within 
a society. TCOs are especially suited to network forms of organization. 
They often cooperate to maximize profits and circumvent interdiction by police, 
law enforcement agencies (LEAs) and governments. The networks established 
by these groups display a remarkable capacity to transcend borders and flow 
around legal or geographic boundaries. These networks are based on risk 
reduction (joining with locals to exploit local conditions or access corrupt 
officials), market extension (new products or outlets), or product exchange 
(e.g., guns for drugs) and can expand the capabilities of individual criminal 
entities, often minimizing competition and conflict. 

Increasingly transnational in character, these organized drug or crime 
networks are essentially borderless and difficult to combat because opposing 
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LEAs are generally constrained by sub-national and national boundaries. 
Extending their reach and influence by co-opting individuals and 
organizations through bribery, coercion and intimidation to sustain their 
activities, these groups are emerging as a serious impediment to democratic 
governance and free market economies. At sub-national levels, such 
corruption can also have profound effects. At a neighborhood level, political 
and operational corruption can diminish public safety, placing residents at risk 
to endemic violence and inter-gang conflict, essentially resulting in a ‘failed 
community’, a virtual analog of a ‘failed state’. Consider the impact of gang 
warfare in Brazil. In early May 2003, a short sequence of violence in Rio de 
Janeiro illustrates the impact of gang destabilization: a bomb explodes outside 
a Copacabana hotel, a bus in Botafogo is torched, and endemic gang gun 
battles periodically halt traffic. No longer confined to the favelas, drug gangs 
engage police on motorways, attack government buildings and shopping 
malls. Civilians are threatened and targeted to dissuade police from acting. 
Fierce gun battles between police and gangs demonstrate the potential of the 
‘parallel power’ in Rio and Sao Paulo. Rio’s ‘Red Command’ has attacked 
Rio’s city hall and inhibited shopping and taxi operations. In Sao Paulo, the 
‘First Capital Command’ attempted to bomb the Bovespa, Latin America’s 
largest stock exchange.'* 

With the rise of the market-state and market-state actors, long-standing 
assumptions about warfighting and policing are being challenged. This 
includes definitions of victory and defeat, threat entities, battles and conflict 
itself.'° Virtual space may become more important. As Robert J. Bunker 
and I noted in a 1998 Transnational Organized Crime essay entitled 
‘Cartel Evolution: Potentials and Consequences’, criminal enclaves or free- 
states could emerge.'’® Then as now, the fullest development of a criminal 
enclave exists in the South American jungle at the intersection of three 
nations. Ciudad del Este, Paraguay, is the center of this criminal near-free- 
state. Paraguay, Brazil and Argentina converge at this riverfront outpost. 
A jungle hub for the world’s outlaws — a global village of outlaws — the 
triple border zone serves as a free enclave for significant criminal activity, 
including people who are dedicated to supporting and sustaining acts of 
terrorism. Groups active include gangsters from Rio and Sao Paulo, 
Lebanese terrorists, Colombian narcotraficantes, Nigerian gangsters, 
Japanese Yakuza, Tai Chen (Cantonese mafia) and other Asian crime 
syndicates. This polyglot enclave illustrates the potential of criminal 
netwarriors to exploit the globalization of organized crime. The blurring of 
borders — a symbol of the postmodern, information age — is clearly 
demonstrated in the Tri-Border enclave. Mafias exploit interconnected 
economies, corruption and jurisdictional obstacles, and contribute to TCO 
power and reach. 
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Similar dynamics have been described in Karachi, Pakistan, where drug 
lords and co-opted government functionaries reportedly fuel gang wars, 
insurgency and terrorism. The Memon family syndicate and Dawood Ibrahim 
syndicate have been linked with transnational terrorism attacks (for example, 
the 1993 Mumbai serial bomb blasts), finance operations for terrorists 
(through hawala and money laundering enterprises), a range of logistical 
support enterprises for Al Qaeda, Harkat-ul-Ansar, Jaish-I-Muhammad and 
other Al Qaeda-affiliated actors.'” 

Such networked ‘enclaves’ or virtual “market-states’ could play a dominant 
role within a network of transnational criminal or terrorist organizations, and 
potentially gain political influence within the network of market-state actors. 


PRIVATIZED VIOLENCE: BEYOND NON-STATE ACTORS? 


Privatized violence is likely to become a feature of the transition to the market- 
state and beyond. German political scientist Stefan Mair notes that declining 
state power is mirrored by a rise in “privatized violence’ where terrorists and 
organized crime collude with warlords, rebels, governments, private companies 
and NGOs.'* His observations fit well with this essay’s focus on terrorists, 
criminals and private armies. Mair describes four ideal types of privatized 
violent actors: terrorists, criminals, rebels and warlords. While each uses 
violence to achieve their objectives, their motives, strategies and powers can be 
differentiated. In general terms, they sometimes share attributes. For example in 
Mair’s typology, criminals and warlords have economic imperatives while 
terrorists and rebels have political ones. Rebels and criminals typically target 
other organs of force (security services, police, military and competing groups 
or gangs), while terrorists and warlords generally target civilians. According to 
Mair, warlords and rebels (i.e., insurgents) seek to supplant the state’s 
monopoly on force within a limited geographic territory, while terrorists and 
transnational organized crime operate on a global scale (albeit frequently with a 
limited territorial base) and their use of violence co-exists with state violence.'” 
I would add pirates to Mair’s warlord class, and also add a fifth potential 
privatized actor to Mair’s list: private military companies (PMCs). Thus, I argue 
that there are five potential types of non-state soldier: terrorists, criminals, 
insurgents, warlords (including pirates) and private military companies 
(PMCs). All can operate as “private armies’. In addition, all can interact and 
blend or share attributes at given points in time. This is especially true in the 
case of jihadi terrorists that seek to foment a ‘global insurgency’. 


Terrorists 


As Mair noted, terrorists are distinguished by their use of violence against 
civilian non-combatants. Contemporary terrorists as noted above increasingly 
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operate in a networked fashion, with relatively autonomous cells operating 
much like market-driven businesses. The resulting networks or multi- 
networks (networks of networks), like Al Qaeda and its affiliates, are centrally 
inspired but not necessarily centrally directed. 


Criminals (Organized Crime) 


Mair, like Jenkins, observes that transnational organized crime (TOC) and 
terrorists have been influenced by many of the same geopolitical, social 
and technological forces. He observes that transnational criminal organiza- 
tions (TCOs) are increasingly dominated by network(s) of small cells, 
cooperating with each other along lines of functional specialization. 
Colombian cartels/gangs focused on cocaine, Afghans on heroin, Nigerians, 
Turkish, Kurdish, Albanian and Russian groups as middlemen in drugs and 
human trafficking, etc.2° TCOs also act as middlemen or facilitators for 
terrorists, warlords and rebels in insurgencies. The resulting division of labor 
as previously mentioned reduces conflict among criminal enterprises and 
maximizes profit. TCOs, like terrorists seem to have recognized the adaptive 
benefits of networks much more quickly than the legitimate state competitors 
they seek to infiltrate, corrupt, co-opt or control. 


Rebels (Insurgents) 


Traditionally rebels (or insurgents) pursue political motives and exercise 
discrimination in their use of violence, seeking to exercise territorial control. 
In the recent past, many rebel movements were state sponsored, acting as 
proxies in the Cold War struggle to determine the definitive form of nation- 
state (communist or liberal democracy, the earlier fascist contender largely 
eliminated at the end of the Second World War). Some insurgents have turned 
to drug production or trafficking to fund their operations, while others have 
relied on diamond (or gem) trafficking, extortion, kidnapping or other crime, 
exacerbating nascent links with organized crime. Compounding their 
dependence on organized crime, some have embraced international terrorist 
attacks as a method, while others offer safe havens to criminal gangs and 
terrorist groups. 


Warlords (and Pirates) 


Mair notes that warlords seek to maximize profit from state disorder. Within 
their territorial domain, warlords seek to exercise a monopoly on crime and 
taxation. They use force in a locally limited territory, yet can operate across 
state boundaries when doing so enhances their profit (as seen in the case of 
Liberia’s Charles Taylor, who attempted to reach into Sierra Leone, Guinea 
and Cote d’Ivoire). Warlords and pirates, like rebels, can dominate entire 
regions and offer refuge to terrorists and organized crime. 
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Pirates are a sea-borne analog to the land-based warlord. Pirates seek to 
dominate a spatially defined area — usually sea lanes, shipping lanes, straits 
and similar segments of littoral regions. Piracy is on the rise in many contested 
regions of the globe.*! Profit, plunder (greed), war, revolutionary motives and 
lawlessness are fueling this maritime variation of the land-locked warlord. 
The unpoliced sea and littorals are increasingly exploited, with piracy attacks 
tripling in the past decade. According to the International Maritime Bureau 
(IMB), 2003 accounted for 445 attacks, with 121 of those in the waters near 
Indonesia. A number of strategic chokepoints, straits and channels that are 
easily interrupted are especially at risk. These include the Straits of Malacca, 
Bab el-Mandab and the Straits of Hormuz. The Straits of Malacca, bordered by 
Singapore, Indonesia and Malaysia, for example, lead the world in piracy 
attacks. About 30 per cent of all globally traded goods transit the straits, which 
link the Indian and Pacific Oceans. Rebel armies, criminal gangs and jihadis 
thrive in the surrounding areas. The potential for convergence between 
terrorists and pirates in the global jihadi insurgency is a rising concern to many 
intelligence and security agencies. 


Private Military Companies (PMCs) 


Private military companies or firms are increasingly important players in 
international security and conflict. PMCs are currently engaged in a variety of 
roles in conflicts worldwide. This is especially visible in Iraq where profit- 
making organizations account for one out of every ten American ‘soldiers’ 
involved in the conflict.”* At the time of this essay, PMCs are involved in every 
level of US defense from intelligence to combat planning, from logistical 
support to armed security services and, by many accounts, direct combat. 
PMCs (discussed in detail below) alter the traditional (at least during the 
recent reign of the nation-state) government monopoly on violence and are 
likely to become major players in future conflicts. Some private security firms 
(i.e., PMCs), for example in Africa, have linked up with insurgents and 
warlords for fiscal remuneration. PMCs and private security firms provide 
services to both states and non-state actors, including businesses and non- 
governmental organizations (NGOs) engaged in humanitarian aid. The role of 
PMCs will likely influence the disposition of civil peace, global security and 
the rule of law during the market-state transition. In essence, the PMC is civil 
society’s counterpart to criminal private armies such as Al Qaeda and its 
network of market-state forces. 


WARLORDS AND PRIVATE ARMIES 


Warlords are the embodiment of the rule of the criminal gang and criminal 
free-state. As recent experience confirms, warlords challenge and provide an 
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obstacle to the stable structures of liberal democracy and the nation-state. 
Typically, warlordism is the province of failed or near-failed states, yet as the 
example of gang or mafia/cartel controlled areas of urban ‘failed 
communities’ readily demonstrates, proto- or virtual warlords can occupy 
similar niches even in more stable polities. Warlords depend upon armed 
force to exert their will. They are facilitated by the usurption of the rule of law, 
and often — if not always — rely upon criminal support (arms and drugs 
trafficking, extortion, the black market, etc.) to ensure their reach. As such, 
warlords exploit the vacuum of weak states and corrupt regimes. Sometimes 
they are firmly linked to clans or criminal organizations; at others, they 
negotiate their existence with such actors. It should be noted, however, that not 
all warlords are the same and not all exercise total control over their areas of 
operations or interest. Rival warlords can contest each other for control of a 
zone, and can differ considerably in their level of power, authority, reach and 
military prowess. 

As actors exploiting vacuums of power and state control, warlords are 
frequently linked to the diverse varieties of political (and criminal) violence: 
ethnic riots, genocide, gang assaults, ethnic feuds and terrorism. For example, 
consider the Senas (armies) of India and Pakistan. These paramilitary groups 
are often dedicated to regional ethnic causes and involved in sectarian 
violence of all stripes throughout the subcontinent. The Indian Senas are 
largely caste-based private armies. Examples include the Rajput affiliated 
Ganga Sena, Kisan Morcha, and Kuer Sena, the Bhumhar affiliated Ranvir 
Sena and the Pathan/Rajput Sunlight Sena.** Senas, ‘with their varying mixes 
of gangsterism, violence, and party contacts, entertain political aspirations in 
their areas. Some have formed State governments, and most are ethnically 
based proto-parties.’** 

Recent experience has reaffirmed the threat of warlords and illustrated the 
link between warlords and other networked threats. In Afghanistan, for 
example, warlords are seeking to exploit the vacuum left in the wake of the fall 
of the Taliban, itself a variation of a warlord regime. Terrorist networks such as 
Osama bin Laden’s Al Qaeda have supported or exploited relationships with 
warlords in Somalia and Afghanistan to anchor their global terrorist actions. 
Similarly, warlords have stymied the progress of the rule of law throughout 
Africa, Asia and South America at various times and are attempting to exploit 
the instability of contemporary Iraq. In post-war Iraq, private militias challenge 
conventional military and PMC forces. Deployed on ethnic and religious lines, 
these militias challenge both the emerging state and Coalition state-builders for 
the monopoly on force. These private armies include the 60,000 strong Kurdish 
‘pesh merga’ and a number of Shiite forces, including the Badr Corps, Dawa 
Army, and the belligerent Mahdi Army led by radical Shiia cleric Moktada 
al-Sadr. Coalescing in the milieu of insurgents and criminal gangs, these rogue 
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FIGURE 1 
REVISED WARLORD CONTINUUM (OF INSTABILITY) 
LIc << _ Regional/Secessionist Movement 
Gangsterism : Nationalist/Proto-nationalist 
Brigandage : 
Piracy 


Transnational Warlordism/ 

Global Insurgeney/Jihad/ 

Netwar (e.g., Osama bin Laden, Al Qaeda) 
State Capture/Criminal Free-States 

Virtual States 


actors frequently stimulate recurrent riots, punctuated by terrorism, along the 
transition to warfare. 

Notall warlords are the same, nor occupy the same niche in the continuum of 
instability.” Some occupy that niche of endemic low intensity conflict (LIC) 
dominated by gangsterism and brigandage. Others are aspiring nationalists or 
proto-nationalists driving regional/secessionst movements devoid of overt 
criminal motivations. A third variety, warlords who engage in netwar, also 
appears at the center of the continuum. This center position is the province of 
transnational warlordism, global jihadi insurgency, and potentially virtual 
states. That is the threat seen with bin Laden, Al Qaeda in Iraq, combined with 
the Taliban in Afghanistan, and elsewhere. Figure | depicts the warlord 
continuum.” In these instances, the networked warlords engage in state capture 
(or establishment of a criminal free-zone in failed regions) to solidify a node to 
export networked transnational conflict. 


CORPORATE ARMIES: PRIVATE MILITARY FIRMS 


The current conflict in post-war Iraq has brought the discussion of corporate 
mercenaries or more properly the private military sector into the realm of public 
debate. These private contractors are more the successors of the British East India 
Company (The John Company), its Dutch counterpart, European free companies, 
and others than of the mercenaries typified by ‘Mad’ Mike Hoare, Bob Denard or 
the Wild Geese of the conflicts in the late colonial era. Filling the voids that 
government forces cannot or will not provide, these modern day privateers, 
known as private military companies (PMCs) or private military firms (PMFs), 
are beginning to occupy a substantial niche in postmodern conflict. 


No longer confined to providing logistical support or specialty 
technical services, some security companies have formed their own 
“Quick Reaction Forces’, and their own intelligence units that produce 
daily intelligence briefs with grid maps of ‘hot zones’. One company 
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(Blackwater) has its own helicopters, and several have even forged 
diplomatic alliances with local clans.’’ 


Some even become engaged in direct combat operations; for example, 
Blackwater repulsed an April 2004 attack on US headquarters in Najaf, 
reinforcing its corporate commandos with its own helicopters and medevacing 
a wounded Marine.”* 

At this writing, several hundred PMCs operate in over 100 nations on six 
continents, generating over $100 billion in annual revenue.” They provide 
small teams of operators ranging from commandos to technicians, as well as 
large-scale logistical support and services. Peter W. Singer notes that PMCs 
(like other market-state actors) engage in specialization, with military provider 
firms offering services at the forefront of the battlespace (actual fighting), 
while military consultant firms provide advisory and training services, and 
military support firms provide rear-echelon support.*? Some of these firms “have 
committed severe abuses in the course of their operations and have been 
employed by dictatorships, rebel armies, terrorist groups and drug cartels’ .*! 
These firms are providing services in an atmosphere of international legal and 
regulatory ambiguity. While not covered by the general (and also ambiguous) 
proscriptions against individual mercenaries, international convention and law 
of PMCs is lacking. There is no comprehensive ban on mercenaries, and 
existing law does not cover the range of contemporary PMC activities. 

This uncertain legal status has largely placed PMCs and their employees 
outside the rule of law. For example, in one notorious case several DynCorp 
employees were accused in several villainous acts including perverse, illegal 
and inhumane behavior and other immoral acts, including the self-videotaped 
rape of two young women by the firm’s supervisor in Bosnia. No prosecutions 
were pursued due in part to an absence of applicable law.*? More recently, ‘the 
loose control of the 20,000-plus private enterprise soldiers in Iraq has been 
thrown into painful relief by the accusations that hired civilian interrogators 
and translators encouraged obscene tortures at Abu Ghraib prison and that one 
even allegedly raped an Iraqi boy in his cell’ .** The law has not yet caught up 
with the shift in conflict and participants in market-state war. Indeed, in some 
ways, PMCs as quasi-state actors in the international community are 
representative of the shift to the market-state. In the worst case, this results in 
for-profit companies operating with little or no accountability to civilian or 
military authorities.** The market prevails rather than the rule of law or state 
identity, a reality confirmed by the migration of some US and UK special 
forces troops to PMCs for significantly higher rates of pay — for example, an 
SAS trooper earns £250 a week in Iraq, while private firms offer £5,000.*° 

Although they emerged in African conflicts over the past decade, 
contemporary PMCs have found their proving ground in Iraq, demonstrating 
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the transition to the market-state. Security firms blend, sometimes uneasily, 
with their military and intelligence counterparts there. After an angry Fallouja 
mob ambushed two civilian security vehicles, killing four Blackwater 
contractors and then mutilating their remains in April 2004, recognition of the 
scope of PMC activity in Iraq started to publicly emerge. Shortly after the 
Fallouja ambush, Iraqi militias attacked a US government headquarters in 
Najaf and, once again, Blackwater operators were engaged, repulsing the 
attacking mobs.* As a result of these and other attacks directed against PMC 
security forces, many of whom are serving the US-led Coalition Provisional 
Authority (CPA), the PMCs there have started to coordinate operations and 
pursue mutual aid. This evolution is reflected in press reportage. 


Under assault by insurgents and unable to rely on U.S. and coalition 
troops for intelligence or help under duress, private security firms in Iraq 
have begun to band together in the past 48 hours, organizing what may 
effectively be the largest private army in the world, with its own rescue 
teams and pooled, sensitive intelligence.*’ 


PMCs are demonstrating a potential to inter-operate and serve common 
needs, clearly a signal of a change in the relations and roles among military 
institutions — state, non-state,and market-state. These trends are a 
consequence of the erosion of the ability of states to contain and counter 
violence in developing and newly emerging states, where weak states contract 
to private armies to raise national armies to fulfill security roles they cannot 
address, potentially signaling a shift in state identity.** 


CONCLUSION: STATE TRANSITION AND THE NEW MILITARY 


The pirate is not bound by the rules of war, but is the common enemy 
of everyone. 


Cicero” 


Epochal transitions are frequently violent. As new technology and social 
and economic orders emerge, they frequently do so fueled by innovation in 
military arts — that is, new methods of warmaking. The current war on 
terrorism is an example of this oft-repeated theme. Freebooting and piracy 
plagued the late Roman republic with shadowy organizations of brigands 
conducting diffuse operations on land and sea. As Cicero noted, non-state 
soldiers operate outside the prevailing political and legal constitutions of their 
society. Their type of conflict — what is today called asymmetric warfare or 
fourth generation warfare (4GW) — exploits the uncertainty of irregular 
combat. Now as then, petty tyrants, loot seeking warlords, and warring tribes 
and clans challenge the forces of order. 
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Powerful ideology again stimulates conflict. At the forefront of recognition 
currently is the radical Islam of salifists and jihadis, but demographic change 
and rapid conversion to newly dominant strains of Christianity may yet do the 
same. Poverty and conflict seem to go together with corruption, organized 
crime and terrorism as dark forces stimulating political upheaval and war. 
Slums of the urban future, dominated by megacities, may also play a role in 
sorting out the functions of various market-state actors on the new political 
horizon. As Mike Davis notes in a prelude to his forthcoming book on slums 
and what we once called the Third World, 


The new urban poor, indeed, are the ghosts at the table of world politics. 
Every debate about the war on terrorism, the future of the Middle 
East, the AIDS crisis in Africa, and the international narcotics trade is 
haunted by their presence and growing desperations. The helicopter 
gunships that hover over the megaslums of Gaza and Sadr City, 
the nightly gun battles in Bogota and Karachi, the bulldozers in Nairobi, 
Delhi, and Manila — is this not already an incipient world war between 
rich and poor?” 


While it is too early to project the outcome of this transition, the emerging 
market-state will favor those entities that adapt quickest to the new political, 
economic and military-security realities: the OPFOR (opposing force) which 
our adversaries are adapting, as we have seen in the discussion of networked 
gangsters, terrorists and global insurgents. At the strategic level, we need to 
recognize the force and depth of the transition and configure our institutions — 
civil, judicial, military, police and intelligence — in ways which can adapt and 
maintain core liberties, values and security. New force structures within and 
among states may be needed. The emergence of PMCs and other market 
entities such as commercial open source intelligence (OSINT) firms 
demonstrates a capability gap in our existing nation-state structures — 
otherwise new providers would not emerge. At strategic levels, we may need 
new forces, for example a national or international gendarmerie, to augment 
conventional force in constabulary operations, peacekeeping or peacebuilding 
and counterterrorism missions. Another alternative would be to formalize 
international regulation of PMCs and develop an appropriate body of 
international law to regulate the conduct of private military actors and their 
relations with both state force and other private actors. Tactically, we need 
what Brian Jenkins described as ‘the capability for networked, multilateral 
threat analysis — comparable to “real-time intelligence on the battlefield” — to 
generate information that can be packaged and used quickly by a soldier in 
Afghanistan, a magistrate in France, a cop in Singapore, a Marine in Haiti’.*’ 
Such a multilateral capability can and must be built, as is described in my 
essay with Robert J. Bunker on ‘Multilateral Counter-Insurgency Networks’ 
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elsewhere in this collection. But efforts to do so will most likely face stiff 
bureaucratic resistance until we recognize the depth and reach of the epochal 
shift we are navigating. Whatever shape the new market-states take, terrorists, 
criminals and private armies are already influencing the shape of their security 
and military services. 
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